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The Red Flag Rule

            As many as 9 million Americans have their identities stolen each year.  Identity thieves may drain their accounts, damage their credit, and even endanger their medical treatment.  The cost to businesses – left with unpaid bills racked up by scam artists – can be staggering.  To assist you in identifying fraudulent mortgages, the following information is provided along with various examples of schemes.  This is not meant to be all inclusive.  There are more types of fraud than described and there will always be new schemes.

The “Red Flags” Rule, in effect since January 1, 2008, requires many businesses and organizations to implement a written Identity Theft Prevention Program designed to detect the warning signs – or “red flags” – of identity theft in their day-to-day operations, take steps to prevent the crime, and mitigate the damage it inflicts.  By identifying red flags in advance, you will be better equipped to spot suspicious patterns when they arise and take steps to prevent a red flag from escalating into a costly incident of identity theft.


There are several basic elements which together create a framework to address the threat of identity theft.  In this book, we will explore these elements and teach you how to implement them in to your day-to-day activities.  There are four basic elements that we will cover is this publication.  The first element is how to identify relevant red flags.  The second element is to detect red flags.  The third element is to prevent and mitigate identity theft and the fourth and final element is to update your program. We also provide a helpful check list as well. When all of these steps are taken according to plan, the risk of identity theft will diminish greatly in your day-to-day functions.
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1. IDENTIFY RELEVANT RED FLAGS:
Red flags are potential patterns, practices, or specific activities indicating the possibility of identity theft.  Although there is no on-size-fits-all approach, consider:  

RISK FACTORS  
Different types of accounts present different kinds of risk. For example, red flags for deposit accounts may differ from red flags for credit accounts. Similarly, the red flags for consumer accounts may not be the same as those for mortgage accounts. And red flags for accounts opened or accessed online or by phone may differ from those involving face-to-face contact. Therefore, in identifying the relevant red flags, consider the types of accounts the borrower is providing information on; the methods used to open covered accounts; how access is provided to those accounts; and what you have learned about identity theft in your day-to-day business practices.
SOURCES OF RED FLAGS

Consider other sources of information, including how identity theft may have affected our business and the experience of other members in our industry.  Because technology and criminal techniques change constantly, keep up-to-date on new threats.  Make sure that you are aware of the things that criminal minds are using to infiltrate your secure processes and safeguard yourself and the company against potential break-ins.  When you are educated about fraud, you will be able to not only spot it, but stop it before it becomes severe.

COMMON RED FLAG CATEGORIES 
We provide in this booklet five specific categories of warning signs to consider.  The examples, listed on the following pages, aren’t an exhaustive compilation, but rather a way to help think about relevant red flags in the context of our business.
1. Alerts, Notifications, and Warnings from a Credit Reporting Company. [image: image3.png]



Here are some examples of changes in a credit report or a consumer’s credit activity that may indicate identity theft: 

· a fraud or active duty alert on a credit report, 
·  a notice of credit freeze in response to a request for a credit report, 
·  a notice of address discrepancy provided by a credit reporting
                                                                                                                        agency,
·  a credit report indicating a pattern of activity inconsistent with the person’s history – for example, a big increase in the volume of inquiries or the use of credit, especially on new accounts; an unusual number of recently established credit relationships/accounts; or an account that was closed because of an abuse of account privileges.  
2. Suspicious Documents.

Sometimes paperwork has the telltale signs of identity theft. Here are examples of red flags that occur in documents:
· identification that looks altered or forged/tampered with, 
· the person presenting the identification doesn’t look like the photo or match the physical description,
· information on the identification that differs from what the person presenting the identification is telling you or doesn’t match with other information, like a signature card on file or recent check, 
· a application that looks like it has been altered, forged, or torn up and reassembled can all be warning signs for further review.
3. Suspicious Personal Identifying Information.

Identity thieves may use personally identifying information that doesn’t ring true. Here are some red flags involving identifying information:
· inconsistencies with what other information you already know – for example, an address that doesn’t match the credit report, the use of a Social Security number that’s listed on the Social Security Administration Death Master File, or a number that hasn’t been issued, according to the monthly issuance tables available from the Social Security Administration,
· inconsistencies in the information the customer has given you – such as a date of birth that doesn’t correlate to the number range on the Social Security Administration’s issuance charts,
· an address, phone number, or other personal information that’s been used on an account you know to be connected to fraud,
· an invalid address, an address for a mail drop or prison, a phone number that’s invalid, or one that’s associated with a pager or answering service,
· a Social Security number that’s been used by someone else opening an account,
· an address or telephone number that’s been used by many other people opening accounts,
· a person who omits required information on an application and doesn’t respond to notices that the application is incomplete,
· a person who can’t provide authenticating information beyond what’s generally available from a wallet or credit report – for example, a person who can’t answer a challenge question.
4. Suspicious Account Activity.
· an account that’s used in a way inconsistent with established  patterns – for example, nonpayment when there’s no history of missed payments, a big increase in the use of available credit, a major change in buying or spending patterns or electronic fund transfers, or a noticeable change in calling patterns for a cell phone account,
· an account that’s been inactive for a long time is suddenly used again,
5. Notice from Other Sources.
Sometimes a red flag that an account has been opened or used fraudulently can come from a customer, a victim of identity theft, a law enforcement authority, or someone else.


2. DETECT RED FLAGS:

Now it’s time to lay out procedures for detecting fraud in your day-to-day operations. Sometimes using identity verification and authentication methods can help you turn up red flags. 
Closing/Escrow/Title report RED FLAGS:
· Income tax or similar liens against borrower on refinances

· Delinquent property taxes

· Notice of default recorded

· Seller not on title (double escrow)

· Modification agreement on existing loan (s)

· Seller owned property for a short time with cash-out on the sale

· Buyer has preexisting financial interest in property 

· Cash paid outside of escrow to seller

· Down payment paid into escrow upon opening

· Reference to another (double) escrow/closing

· Related parties involved in the transaction

· Unusual credits with no economic substance (see HUD-1 settlement statement)

· Right of assignment (who is the actual borrower?)

· Power of attorney used (why can’t borrower execute document?)

· Business entity acting as the seller may be controlled or related to borrower

· Change of sales price to "fit" the appraisal

· No amendments to escrow

· "Fill in the blank" escrow instructions

· Purchase not subject to inspection

· Unusual amendments to the original transaction

· Demands paid off to undisclosed third parties (potential obligation)

· No real estate commission (possibly related parties)

· Actual settlement charges exceed "Good Faith Estimate" by 10% 
· Recently recorded deeds or satisfactions may be recorded by a defrauder to get record title into his/her name, or clear an unpaid mortgage as an encumbrance

· Insufficient tax stamps/fees paid on previous transfer indicating lower value

· Recently recorded quit claim deeds – why warranty deed not used?

· Intra-family instruments – less than Arm’s Length Transaction, sale(s) to relative, related, or interested party

· Recorded instruments to returnable to a title company or attorney

· No borrower credit history developed

· Contract assigned, names added, or no agent

· Indication of default by the property seller
Always confirm changes in lender's written closing instructions in writing via fax or mail. The settlement agent should not rely on verbal changes from a loan processor or mortgage broker. 

Rushed deals from new customers should be treated with caution. This applies to all entities in the process.
The Straw Buyer

A straw buyer is an individual who accepts a fee, to provide his/her name, social security number, and other personal information for use on a mortgage application.  A straw buyer may not be aware of his or her complicity in a fraud.  The buyer serves as a purchaser of a property sold at an inflated price.  The property may be a rental property, although the buyer states he or she will be living in the property.  Straw buyers naively expect to make money on these transactions, but they soon learn there is no rent and the property is not worth what he or she paid for it.  Stuck with the property and unable to support the loan without rental income, the borrower defaults on the loan.  

The Straw Seller

A straw seller is an individual who falsely claims ownership to a property.  Falsified or fabricated title documents, including sham warranty deeds, are created to support the fraudulent claim that the straw seller is the owner of the property.  Straw sellers may appear at closings where the property which they claim to own is transferred to straw buyers. In a situation where the agent has become a “contract owner”, that agent is a straw buyer to the real seller and a straw seller to the real buyer.  

Straw Borrower Scheme

A straw borrower is an individual whose personal profile is used to serve as a cover for a transaction.  Straws can be willing participants in the transaction or victims whose identity is being used unbeknownst to them (identity theft).  Straw buyers can cause loans to be approved that would ordinarily be declined.
For example, the actual borrower may NOT:

· Qualify for the mortgage

· Intend to occupy the property as a primary residence

· Be eligible for a loan program

· Exist

Some of the following red flags may occur in straw borrower transactions:

· A quit claim deed is used either right before, or soon after, loan closing

· Investment property is represented as owner-occupied

· Someone signed on the borrower's behalf

· Names were added to the purchase contract

· Sale involves a relative or related party

· No sales agent is involved

· There is an indication of default by the property seller

· High FICO score

· Power of attorney for borrower

· Good assets, but gift used as down payment

· Repository alerts on credit report
Builder Bailout Scheme

Builder bailouts occur when the builder or developer is motivated to move property quickly in a depressed real estate market.

Some of the following red flags may occur in builder bailouts:

The builder is willing to "do anything" to sell property

The borrower is barely qualified or unqualified

The sales price and appraisal are inflated

No-money-down sales are included

“Silent” second mortgages are involved

The sales price is adjusted upwards

The source of funds is questionable

There is a reference to secondary financing on HUD-1 or purchase contract

Parties to the transaction are affiliated

Multiple sales to same person
Flips

Flips occur when ownership of one property changes several times in a brief period.  Flips are often used to artificially inflate the value of the property to obtain larger loans than what might otherwise be possible and to skim the equity off of the property.  Flips also are used to conceal the identity of the true buyer or seller of the property.

Some of the following red flags may occur in flips:

· Ownership changes two or more times in a brief period of time

· Two or more closings occur almost simultaneously

· The property has been owned for a short time by the seller

· The property seller is not on title

· There is a reference to double escrow or other HUD-1 form

· Parties to the transaction are affiliated

· Up and down fluctuation of sales price over short period of time

· Multiple investment properties obtained by same buyer within short timeframe

· “Purchases” disguised as “refinances” to circumvent a down payment

· Property seller is an entity/corporation

· Unusual cash payouts at closing on HUD-I

· Comparable sales on appraisal are previously flipped properties

Mortgage Application Documentation Fraud

Beware of “Rush” transactions from individuals you don’t know.  Beware of borrowers whom you didn’t solicit.  Come on – how many people really walk in to a loan officer’s business and ask for a loan?...  unsolicited?
Purchase Red Flags:

· New housing expense exceeds 150% of current housing expense

· Escrow closing check drawn on different depository from VOD

· Escrow receipt used as verification (may be a personal check or NSF)

· Fund paid outside of escrow (pre-existing trust relationship)

· Borrower lives with parents or relatives

· Borrower pays no rent at current residence

· Is the source of the down payment consistent with assets available?

· All recent increases in the bank accounts, as verified on a bank statement or VOD, must be explained.

· Sources of closings funds such as gifts, sale of assets, and stock liquidation must be verified with a "paper trail". The source of the funds (gift letter and copy of check) and the receipt of funds (copy of deposit slip and verified new balance) must be documented

· Purchase on contract?
Falsified Applications and Documentation

A review of the statistics reveals that the number one source of fraudulent loan activity revolves around the loan application.  Approximately 35 percent of all “red flags” on mortgage applications are due to blatant inconsistencies on the loan application. The mortgage professional should constantly be asking “Do the facts on this application make sense?” 
Borrower Identity Fraud:


Identity Fraud Red Flags – Credit/Credit Reports:


· No credit (possible use of alias)

· High income borrower with little or no cash (undisclosed liabilities)

· Variance in employment or residence data from other sources

· Recent inquiries from other mortgage lenders

· Invalid social security number

· AKA or DBA indicated

· Round dollar amounts (especially on interest-bearing accounts)

· Borrower cannot be reached at place of business

· Borrower cites cell phone as work or home number

· High income borrower with no "prestige" credit cards
A prevalent scheme is identity fraud.  In the lending business our primary source of verification of a borrower’s identity is the use of the Social Security number.  Social security number misuse occurs in a number of different ways.  

A borrower may present: 

· Invalid social security numbers

· Numbers that have been retired because they were issued to people who have died numbers that were issued to someone else or reported stolen

· Numbers issued prior to the borrower's birth year 

· Numbers that didn't match the borrower's age
Social Security Numbers

A Social Security Number (SSN) consists of nine digits, commonly written as three fields separated by hyphens: AAA-GG-SSSS. The first three-digit field is called the "area number". The central, two-digit field is called the "group number". The final, four-digit field is called the "serial number". 
With some exceptions, the Area is determined by where the individual APPLIED for the SSN (before 1972) or RESIDED at time of application (after 1972). The area assignments are provided in the supplemental information.  

Any SSN conforming to one of the following criteria is an invalid number: 

1)
Any field all zeroes (no field of zeroes is ever assigned)

2)
First three digits above 770 
Social Security Number Area Prefix

	001-003 NH
	400-407 KY
	530 NV

	004-007 ME
	408-415 TN
	531-539 WA 

	008-009 VT
	416-424 AL
	540-544 OR

	010-034 MA
	425-428 MS
	545-573 CA

	035-039 RI 
	429-432 AR
	574 AK

	040-049 CT
	433-439 LA
	575-576 HI

	050-134 NY
	440-448 OK
	577-579 DC

	135-158 NJ
	 449-467 TX
	580 VI Virgin Islands

	159-211 PA
	468-477 MN
	581-584 PR Puerto Rico

	212-220 MD
	478-485 IA
	585 NM

	221-222 DE
	486-500 MO
	586 PI Pacific Islands*

	223-231 VA
	501-502 ND
	587-588 MS

	232-236 WV
	503-504 SD
	589-595 FL

	237-246 NC
	505-508 NE
	596-599 PR Puerto Rico

	247-251 SC
	509-515 KS
	600-601 AZ

	252-260 GA
	516-517 MT
	602-626 CA

	261-267 FL
	518-519 ID *Guam, American Samoa

	268-302 OH
	520 WY Northern Mariana Islands

	303-317 IN
	521-524 CO Philippine Islands

	318-361 IL
	525 NM
	 

	362-386 MI
	526-527 AZ
	 


Credit Score Improvement Scheme

A growing scheme for increasing credit scores comes from exercising the “named account holder” feature many credit card companies offer.  A borrower with a low score is added to the account of a holder with an excellent record.  The excellent account’s presence on the impaired borrower’s credit report drives the score up.  
Identity Theft  

Identity theft occurs when a perpetrator uses another individual’s name, social security number, driver’s license number, or other personal information to secure credit or make purchases.  The use of the information is made without the knowledge of the individual whose personal information is included in fraudulent loan applications or other documents.

File Segregation

A popular credit repair scheme is called “file segregation.” In this scheme, borrowers are promised a chance to hide unfavorable credit information by establishing a new credit identity using a Federal Tax ID number instead of a Social Security number. “File segregation” is illegal. Credit Repair Organizations often promote this as a legitimate process by stating that borrowers cannot be legally required to provide a social security number.  This is not untrue, but it does not endorse the process of substituting a Federal Tax ID number for a social security number.  This is fraud.  Unsuspecting borrowers can face fines and prison sentences.

Income Documentation Fraud

Once a borrower has made false claims on an application he or she must produce supporting documentation.  Technology has permitted the production and submission of high quality authentic looking but fraudulent documents.

Income/Employment/Employment Verification Red Flags:

· Employee is paid monthly

· Curiously “even” or rounded income numbers on documentation 

· No prior year earnings on VOE

· Gross earnings per VOE for commission-only employees should not be used (see IRS Form 1040 Schedule C)

· Borrower is a business professional (may be self-employed)

· Answering machine or service at place of business (may be self-employed)

· Prior employer "out of business"

· Seller has same address as employer

· Employer signs VOE prior to date it was mailed by the lender

· Borrower uses employer’s letterhead for letters of explanation

· Employment verified by someone other than personnel department

· Pay stubs are not preprinted for a large employer

· Pay stubs are handwritten for a large employer

· Current and prior employment overlap

· Date of hire is weekend or holiday

· Income is primarily commissions or consulting fees (Self-employment)

· Employer uses mail drop or post office box for conducting business

· Change in profession from previous to current employer

· Borrower is a professional employee not registered/licensed (doctor, lawyer, architect, real estate broker, etc)

· Illegible employer signature with no further identification

· Inappropriate verification source (secretary, relative, etc.)

· Document is not folded (never mailed)

· Evidence of ink eradicator (whiteout) or other alterations

· Verification "returned to sender" for any reason

· Inappropriate salary with respect to amount of loan

· Check number sequence wrong - date changes but the check sequence does not match
Verbal Verifications

When income documentation is presented, verbally verify the information.

· Independently verify business address (post office boxes can be a clue).

· Use directory assistance to verify business phone number.

· Contact the corporate office directly to avert the possibility of borrower “coaching” beepers, home answering machines or answering services
Self-Employed Borrowers 

Tax returns are complex documents and it can prove difficult to the untrained eye to detect fraud or misrepresentation.  There are some common mistakes made by providers of fraudulent income tax returns.  
Self Employed Borrowers:

· (Some "red flags" are indicators that someone may be self employed, these are important if a borrower has not revealed themselves to be self employed)

· Business entity not registered or in good standing with the applicable regulatory agencies

· Address and/or profession does not agree with other information submitted on the loan application

· Tax computation does not agree with tax tables

· No estimated tax payments made by self-employed borrower (Schedule SE required)

· No FICA taxes paid by self-employed borrower (Schedule SE required)

· Self employment income shown as wages and salaries

· Income or deductions in even dollar amounts

· High bracket taxpayer with few or no deductions or tax shelters

· High bracket taxpayer does not use a professional tax preparer

· Paid preparer signs taxpayer’s copy

· Paid preparer hand-writes tax return
Tax Returns:

· Schedule A – Real estate taxes paid but no property owned

· Schedule A – No interest expense paid when borrower shows ownership of property (or vice versa)

· Schedule A – Employee who deducts business expenses (check against Form 2106)

· Schedule B – Amount or source of income doesn’t agree with information submitted on loan application

· Schedule B – No dividends earned on stock owned (may be closely held)

· Schedule B – Borrower with substantial cash in bank shows little or no related interest income

· Schedule C – Gross income does not agree with total income per Form 1099

· Schedule C – Borrower shows interest expense but no related loan (business loans with personal liability)

· Schedule C – Borrower takes a depreciation deduction for real estate not disclosed (or vice versa)

· Schedule C – No IRA or Keogh deduction

· Schedule C – No salaries paid on non-service companies

· Schedule C – No "cost of goods sold" on retail or similar operations

· Schedule C – No schedule SE filed (computation of self-employed tax)

· Schedule C – Net Income does not match page 1 1040

· Schedule E – Net income from rents plus depreciation does not equal cash flow as submitted by borrower.

· Schedule E – Additional properties listed by not on loan application

· Schedule E – Borrower shows partnership income (may be liable as a general partner for partnership’s debts)

· Form W-2 – Invalid employer identification number

· Form W2 – FICA and local taxes withheld (where applicable) exceed ceilings

· Form W2 – Copy submitted is not "Employee’s Copy" (Copy C)

· Form W2 – Large employer has handwritten or typed W-2
Tax Return Authenticity Verification

Most lenders require all borrowers to complete and sign some form of Tax Return verification authorization for the lenders use in the event should of a discrepancy.  

· Request for Copy of Transcript (4506) – provides line summaries of tax return entries for comparison.   

· Tax Information Authorization (8821) – provides complete forms for comparison, more substantive of fraud

The use of a tax verification service to verify tax information from the I.R.S. within can produce verification within 24-48 hours.
Asset Documentation Fraud:

Source of funds issues tend to be the greatest opportunity to discover fraud activity.  This is because most lenders verify the ownership and source of funds.  A straw seller is unlikely to give a stranger a large sum of cash to cover a large deposit.  Borrowers who list a substantial securities investment but who have failed to save any other money, warrant a second review for clarification.  Underwriters verify cash to assure that borrowers are not assuming other obligations in addition to the mortgage.
Verification of Assets/Deposit/Bank Statement
· Regular deposits (payroll) significantly at odds with reported income

· Earnest Money Deposit not debited to checking account

· NSF items require explanation.

· Large withdrawals may indicate undisclosed financial obligations or investments

· Lower income borrower with recent large accumulation of cash

· Bank account is not in borrower’s name (business entity, trust funds, etc.)

· Evidence of ink eradicator (whiteout) or other alterations

· Verification "returned to sender" for any reason

· High income borrower with little or no cash (undisclosed liabilities)

· IRA is shown as a liquid asset or a source of down payment

· Non-depository "depository" (escrow trust account, title company, etc.)

· Credit union for small employer

· Borrower’s funds are security for a loan

· Illegible bank employee signature with no further identification

· Source of funds consist of (unverified) note, equity exchange or sale of residence

· Cash in bank not sufficient to close escrow

· New bank account

· Gift letters must be carefully reviewed (canceled checks, bank statements)

· Borrower has no bank accounts (doesn’t believe in banks)

· Document is not folded (never mailed)

· Young borrower with large accumulation of unsubstantiated assets

· Young borrowers with substantial cash in bank
Cash on Hand Validation

Many borrowers state the source of their funds is cash on hand.  Verifying this money has been a time old problem for loan officers.  The correct way to verify the asset is to show it in the bank and show the source of those funds, if possible.

Some strategies to verify cash on hand are text book examples of money laundering. For instance purchasing products or commodities with cash, and receiving a refund in check form effectively launders those funds.  
Asset/Deposit Verification Scheme 

Sometimes referred to as “deposit rental” this scheme involves an institution that adds a borrower’s name to a verified account, and then allows the assets in the account to be verified as the borrower’s.  While this scheme was popular momentarily, once it made press underwriters quickly looked for evidence of deposit rental circumstances in their files.  
Pending Rental Scheme

In some cases a borrower buying a new home before selling a current residence may be asked to write a letter stating the pending property will be rented.  This fraud is employed by real estate agents and loan officers when the borrower does not need the proceeds of the sale, but cannot qualify for the both the new and old mortgage.  There is no renter, but a lease is provided to the underwriter to offset the mortgage payment on the old home.  The property may eventually sell, but can create problems for the buyer if it doesn’t.  
Punishment: Federal Laws that Address Mortgage Fraud 

There is not a federal law that specifically addresses mortgage fraud.  Complaints filed in federal court against participants in schemes to fraudulently obtain a mortgage may include one or all of the following allegations:

· Mail fraud

· Bank fraud

· Fraud by wire

· Making false statements to the government or to a financial institution

· Money laundering

· Conspiracy
Mail Fraud (18 USC Section 1341)

Mail fraud is the knowing use of the mails to carry out a fraudulent scheme.  In 1994, Congress amended the law to include the use of private or commercial mail carriers, such as Federal Express and the United Parcel Service in addition to the U.S. Postal Service.  The statute provides in for fines up to $1,000,000, imprisonment of not more than 30 years, or both.
Prosecutors face a relatively light burden in making a case for mail fraud.  They must prove the existence of a scheme to defraud, intent to deprive another of money or property, and use of the mail to carry out the scheme.  It is not necessary for the defendant to complete the mailing.  The simple use of the U.S. mail or a private mail carrier to deliver an appraisal, title documents, or   closing documents for the purpose of making a fraudulent mortgage loan is a violation of the law.  
 Frauds by Wire, Radio, and Television (18 USC Section 1343)

Wire fraud is the use of interstate wire communications, including the phone, television, radio, or internet to attempt carry out a fraudulent scheme.  As with mail fraud, prosecuting a case for wire fraud does not require proof that a fraudulent scheme succeeded or that it created victims.  Furthermore, each communication counts as a separate offense.  Violations are punishable by fines not more than $1,000,000 or imprisonment not more than 30 years, or both. 

Bank Fraud (18 USC Section 1344)

Whoever knowingly executes, or attempts to execute, a scheme or artifice to defraud a financial institution or to obtain any of the moneys, funds, credits, assets, securities, or other property owned by, or under the custody or control of, a financial institution, by means of false or fraudulent pretenses, representations, or promises shall be fined not more than $1,000,000 or imprisoned not more than 30 years, or both. 

Attempt and Conspiracy (18 USC Section 1349)

The crimes described by federal law as mail fraud, wire fraud, and bank fraud relieve prosecutors of any burden of proving that schemes are successful.  The success of the scheme is not relevant to successful prosecution for these crimes.  Section 1349 provides that any person who attempts or conspires to commit any offense shall be subject to the same penalties as those prescribed for the offense.

Making False Statements to the Government (18 USC Section 1014)

Under federal law, knowingly making false statements or overvaluing land or property in order to influence the decision of lending institutions “…shall be fined not more than $1,000,000 or imprisoned not more than 30 years, or both.”  False statements that can lead to fines and imprisonment include inflated appraisals used to secure a mortgage, and false statements in a lending transaction, such as falsely stating that a home will be used as a primary residence.  

Conspiracy (18 USC Section 371)

The general conspiracy statute protects the federal government from fraud and other offenses.  The law specifically addresses conspiracies “…to defraud the United States or any agency thereof….” Therefore, the law applies to fraudulent actions against government agencies such as HUD and the Federal Housing Administration.  In order to successfully bring an action for conspiracy to defraud the government, prosecutors must show the existence of a scheme to defraud the government, and that the defendant knowingly used deceitful actions, false statements, or false representations to obtain property or funds from the government.  Prosecutors are not required to show that the fraudulent statements or actions resulted in any actual loss to the government of money or property. Conspirators shall be fined or imprisoned not more than five years, or both.

If the conspiracy is a misdemeanor the punishment f shall not exceed the maximum punishment provided for that misdemeanor.

Laundering of Monetary Instruments

Money laundering is a term that describes financial transactions which are used to distance illegally obtained funds from their original criminal source.  It is a common misperception that money laundering laws apply strictly to funds and proceeds from drug trafficking, terrorist activities, and organized crime.  The misperception is understandable since the first federal law to define “money laundering” was enacted in 1986 to help fight the “War on Drugs.”   However, federal money laundering laws are far-reaching and apply to all types of transactions, including fraudulent lending activities.  

If charges of money laundering are included in an action to address mortgage fraud, the defendant faces a much greater likelihood of a long prison sentence and large fines.  A very aggressive prosecutor can turn almost any standard fraud into a money laundering case, thus increasing the guideline range and the potential jail time for the perpetrator. 

Many defendants who face money laundering charges may not realize that they have laundered money.   The Office of the Comptroller of the Currency (“OCC”) defines money laundering as “the criminal practice of filtering ill-gotten gains or ‘dirty’ money through a series of transactions so that the funds are ‘cleaned’ to look like proceeds from legal activities.”   

“Filtering” typically involves “placement”, which is the depositing of funds into a bank account.  Then funds are “layered” or moved into a number of different locations, including offshore accounts.  Then funds are “integrated” or reentered into the economy through the purchase of real estate or other investments.   Although the OCC’s definition describes money laundering as a systemic and deliberate process, it is possible to prosecute a defendant for money laundering without showing his/her intent to launder the money.  A defendant may be subject to prosecution after conducting an ordinary monetary transaction with proceeds which he or she knew to be from illegal activities. 

The criminally-derived funds involved in the transaction must exceed $10,000 and the transaction must be conducted through a financial institution.  

Federal Sentencing Guidelines

Even though the law provides for it, a sentence for a full thirty years is unusual. Federal Sentencing Guidelines ensure that those who perpetrate economic crimes will serve time in prison.  In 1984, the Sentencing Reform Act authorized the United States Sentencing Commission (“the Commission”) to create sentencing guidelines.  Federal Sentencing Guidelines ensure uniformity in sentencing.   The Commission had specific goals regarding the punishment of white collar crimes.  Past sentencing practices revealed that sentences for fraud, embezzlement, and tax evasion generally received less severe sentences than did crimes such as larceny or theft, even when the crimes involved similar monetary loss. Many convicted of white collar crimes received sentences of probation served no time in prison.  After reform there was a shift away from probation toward intermediate sentences that included some type of confinement.  

Today judges follow the guidelines carefully.  The Feeney Amendment of 2003 requires judges, who impose lesser sentences than the Guidelines prescribe, to report to the Justice Department and to Congress.  

Industry Actions to Combat Fraud

Private industry is actively involved in combating fraud.  Because of the fact that fraud schemes tend to multiply from one single event, lender programs, government actions, service providers are developing methods to isolate problems early, before they grow into substantial issues. 

· In 2003, a company called ChoicePoint created a new product known as the Mortgage Fraud Alert System (“MFAS”).  MFAS reports nonpublic information on incidents of fraud.  Subscribers to the service agree to send information to MFAS regarding incidents of fraud or irregular borrowing patterns.  MFAS shares the information with other subscribers in order to alert them to the emergence of new fraudulent schemes.  

· Guaranty Asset Protection Services (“GAPS”) is a private investigations company that created a database program called AEGIS for use by lending institutions.  It collects information on borrowers and industry insiders implicated in fraud.  

· One lender specializing in loans to borrowers with poor credit histories developed its own automated underwriting system to identify fraudulent home loans.  Using a scale of 0 to 52, the system evaluates loan applications and those with a score that exceed 30 are subject to investigation for fraud.  

· HUD is using regulatory reforms and monitoring programs to improve its oversight of appraisers, and has adopted automated underwriting systems and consumer education programs to help to control mortgage fraud.  HUD now refuses to insure FHA loans on properties that are re-sold within 90 days and require additional appraisals for homes resold within ½ year. 

· The Federal Bureau of Investigation is building a database to get a better handle on property flipping, which comprises a majority of mortgage fraud cases currently under investigation 

· The anti-flipping rule also addresses situations in which unscrupulous investors sell or assign the rights to a sales contract.  Under the new rule, only the owner of record may sell a home to an individual who will secure FHA insurance for the mortgage.  Lenders must verify compliance with this requirement by submitting documentation which shows that the seller is the owner of record.  Acceptable documentation includes a copy of the recorded deed or a property sales history report.

Fraud Prevention

The industry can help protect itself and the broader public by creating a climate and culture that places a premium on quality control. Mortgage companies with effective quality control environments start with the full support and commitment of senior management. The desire to control quality should be reflected in your company's policies and procedures, compensation schemes and marketing efforts. Originators that neglect or downplay quality control do so at their own peril.

The Loan Officer’s Best Defense

There are no fool-proof methods for preventing fraud.  A loan officer is the “field underwriter” and should be aware of issues that don’t seem to match.  No specific factor “proves” fraud or misrepresentation but should encourage a deeper investigation into anything questionable or inconsistent.

· Consider the borrower’s level of income compared to current outgoings, savings patterns, and accumulated assets.

· Consider the borrower’s type of employment or profession compared to income level, job history, and education.

· Closely review the structure of the transaction.

Though some may be hesitant to be a “whistle-blower”, everyone in the industry must be aware that the primary responsibility for policing the mortgage industry falls to those inside and those who count on its proper functioning for their livelihood.  If the industry fails to properly police itself, the public will demand that the governing bodies become more aggressive in their efforts to do so.  As has been shown in the past, any intervention efforts on the part of the government will undoubtedly mean more compliance and fewer options for borrowers.
3.  PREVENT AND MITIGATE IDENTITY THEFT:

When you spot a red flag, be prepared to respond appropriately and immediately. Your response will depend upon the degree of risk presented. 
The Guidelines in the Red Flags Rule offer examples of some appropriate responses, including:
· monitoring a covered account for evidence of identity theft, 

· contacting the consumer, 

· changing passwords, security codes, or other ways to access a covered account 

· closing an existing account, 

· reopening an account with a new account number, 

· not opening a new account,
· not trying to collect on an account or not selling an account to a debt collector,
· notifying law enforcement,
· determining that no response is acceptable under the particular circumstances.
4. UPDATE THE PROGRAM:
The Rule recognizes that new red flags emerge as technology changes or identity thieves change their tactics. Therefore, it requires constant updates to our Program to ensure that it keeps current with identity theft risks. Factor in our own experience with identity theft; changes in how identity thieves operate; new methods to detect, prevent, and mitigate identity theft; changes in the accounts you offer; and changes in our business, such as mergers, acquisitions, alliances, joint ventures, and arrangements with service providers.  Being proactive in our efforts to prevent identity theft will deter the people trying to infiltrate our system.

ADMINISTERING OUR RED FLAG PROGRAM:
The Rule requires that we/you  train relevant staff only as “necessary” – for example, staff that has received anti-fraud prevention training may not need to be re-trained, but there should be continuing education in place to keep fraud prevention at the forefront of everyone’s mind.  Remember though, that employees at many levels of your organization can play a key role in identity theft detection.
In administering the Red Flag Program, it is necessary to monitor the activities of our service providers, which our Quality Control Department handles.  
See our Mortgage Screening Checklist below as a helpful tool.

Mortgage Screening Checklist

Introduction

There are a number of details that examiners should look for in the loan file documents.  To assist you in identifying mortgages that may contain false or misleading information, we have put together this Mortgage Screening Checklist.  Finding one or more of the items does not necessarily mean there is fraudulent intent.  However, these red flags may signal the need for a more intensive file review and borrower interview.

Mortgage Loan Application

· Down payment other than cash (rent credit, sale of personal property, repayment of loan, gift, etc.)

· Non-purchasing spouse

· Borrower buying investment property, but does not own current residence

· New home is not large enough for proposed occupants

· Post office box is the only address listed for employer (especially on the handwritten application)

· Significant or unrealistic commute distance from subject property to employment (on owner-occupied transactions)

· Number of years on the job/in that profession inconsistent with borrower’s age

· Borrower’s level of education is inconsistent with employment

· Borrower’s office phone number is the same as home number (borrower is possibly self-employed)

· Assets inconsistent compared to liabilities (for example, significant assets, yet no credit or minimal credit)

· Buyer is downgrading to smaller or less expensive home

· Incomplete handwritten application

· Borrower income inconsistent with type of employment

· Non-transient job with company phone number identified as a cell phone

· Incomplete Schedule of Real Estate Owned

· Significant or contradictory changes in debt, employment, income or assets from the initial to the final application

· Borrower is purchasing property from landlord or employer

· Handwritten application lists debts in the same order as credit report

Credit Report

· All credit reports and/or supplements are not included in the file

· Personal data not consistent with handwritten application

· Social security number is invalid or differs from loan application

· Variance in residence data from other file documentation

· Employment cannot be verified by a credit bureau

· Variance in employment data from other file documentation

· No credit (possible use of alias or different social security number)

· Credit habits inconsistent with income/employment

· All trade lines opened at the same time or opened recently

· All accounts paid in full recently (possibly a new, undisclosed consolidation loan)

· Refinance of recently originated loan (current lender may have accelerated for misrepresentation)

· Length of time on credit bureau file inconsistent with buyer’s age

· Also Known As (AKA) or Doing Business As (DBA) indicated

· Recent inquiries from other mortgage lenders

· Handwritten application lists debts in the same order as credit report

· Indebtedness disclosed on the mortgage application varies from that reflected on the credit report

· In-file credit report on closing date shows additional debt

· Credit report is from a different lender

· Hawk alerts

Verification of Employment (VOE)

· Appearance that the VOE may have been hand-carried (i.e., folded, not creased)

· Name of employer incorporates some form of borrower’s name (for example, borrower is John Doe and employer is J.D. Enterprises)

· Employer uses mail drop or post office box address

· Typed by employer

· Date of hire is a weekend or holiday

· Generic job titles (for example, manager, general manager, accountant, consultant)

· Income is out of line with the type of employment

· Commission-type position with “base” salary only (and vice versa)

· Round dollar amounts in (i.e., year-to-date or prior year’s earnings)

· “Squeezed-in” numbers

· YTD past year’s income says, “See W-2s and Paystubs”

· VOE shows company car and application shows auto loan

· Illegible signature with no further identification

· Co-borrower’s maiden name is the same as the signature of employer (self-employed)

· Person verifying employment appears to be related to the borrower

· VOE completed same day as ordered

· White-outs or cross-outs

· Credit explanation indicates that borrower was late due to illness/layoff, but income on VOE is not lower during that time period

· Business entity is not in good standing or not registered with the appropriate regulatory agencies

· Handwritten paystubs or W-2 forms

· Company phone number is identified as a cell phone number

· “Personnel” is misspelled

· Person verifying income is not in a proper position to sign the VOE

Paystubs

· Form is handwritten

· Not computer-generated from large employer

· Check numbers do not increase chronologically

· Round dollar amounts

· Amounts withheld for Social Security, Medicare and other government programs are inconsistent with the level required

· Debts reflected as deduction from pay (credit union loans, etc.) not disclosed on application

· Year-to-date totals do not total accurately from paycheck to paycheck

· Social Security number is not consistent with other loan file documents

· Type/fonts are inconsistent

· Number of dependents is inaccurate based on loan application

Form W-2/1099

· Form is handwritten

· Not computer-generated from large employer

· W-2 is typed, but paystubs are computer-generated

· Different type/font within the form

· Employer identification number is formatted other than XX-XXXXXXX (two digits, hyphen, seven digits) and/or other than numeric (could be invalid)

· Employer and employee names or addresses are inaccurate

· Round dollar amounts

· Income reflected on W-2 statements is different than income reported on mortgage application, VOE and tax returns

· FICA and Medicare wages/taxes and local taxes, where applicable, exceed ceilings/set percentages

· Copy submitted is not “Employee’s Copy” (Copy C)

· Withholdings are inconsistent with paystub

Tax Returns (Form 1040)

· No taxpayer label used, yet residence has not changed

· Address and/or profession does not agree with other information submitted on the mortgage application

· Type of handwriting varies within return

· Evidence of “white-out” or other alterations

· Unemployment compensation reported, but no gap in employment is disclosed

· No estimated tax payments by self-employed borrower (Schedule SE required); or self-employment tax claimed, but self-employment not disclosed

· Tax returns are not signed/dated by borrower

· Paid preparer signs taxpayer’s copy

Schedule A (Itemized Deductions)

· Real estate taxes and/or mortgage interest is paid but no property is owned (or vice versa)

· Tax preparation fee is deducted, yet prior year’s return is prepared by borrower

· Few or no deductions for a high-income borrower

Schedule B (Interest and Dividend Income)

· Borrower with substantial cash in the bank shows little or no related interest income

· No dividends are earned on stocks owned

· Amount or source of income does not agree with the information submitted on the mortgage application

Schedule C (Profit/Loss from Business Owned)

· Business code is inconsistent with type of business

· Gross income does not agree with total income on Form 1099s

· No “cost of goods sold” on retail or similar type of business

· Borrower takes a depreciation deduction for real estate not disclosed (or vice versa)

· Borrower shows interest expense but no related loan (possibly business loans with personal liability)

· No deductions for taxes and licenses

· Wages are paid, but no tax expense is claimed

· Wages are paid, but there is no employer identification number

· Salaries paid are inconsistent with the type of business

· Business expenses are inconsistent with type of business (for example, truck driver with no car and truck expense)

· No IRA or Keogh deduction

· Income significantly higher than from previous years

Schedule E (Rents and Royalties)

· Additional properties are listed, but not shown, on the mortgage application

· Mortgage interest is deducted but no mortgage is disclosed

· Net income from rents plus depreciation does not equal the cash flow submitted by borrower

· Borrower shows partnership income (may be liable as a general partner for partnership’s debts)

Verification of Deposit (VOD)

· Source of funds consists of (unverified) note, equity exchange, sale of residence

· Evidence that VOD may have been hand-carried (i.e., folded, not creased)

· Post office box for depository (if not typical for area or company)

· Cash in the bank is not sufficient to close

· Round dollar amounts (especially on interest-bearing accounts)

· New bank account (verify previous account)

· Significant changes in balance from previous two months to date of verification

· Savings account with average two-month balance exactly equal to present balance (no interest accumulation)

· Excessive balance in checking account vs. savings account

· “Squeezed-in” numbers

· Loan secured by checking or savings account

· Bank account not in borrower’s name

· Bank account or bank statements reflect additional, non-borrowing account holders

· Illegible signature with no further identification

· VOD is completed the same day it is ordered

· Date of verification by the bank is a weekend or holiday

· “White-outs,” cross-outs

· Gift letter that is not backed up by written transfer of funds

· Bank statements reflect periodic deposits at odds with reported income

· Bank statements include insufficient funds fees

· Bank statements reflect periodic withdrawals at odds with debts

· Bank statements reflect daily balances inconsistent with opening/closing balances

· Bank statements do not reflect withdrawal of earnest-money deposit

· Deposit money made in multiple transactions

· Closing check drawn on a different bank

· VOD signed by bank officer, or someone who ordinarily would not verify an account

· Bank statement does not reconcile

· Bank logo on statement is suspicious

Bank Checks

· Numbers, payee or other information appear to be altered

· Bank and/or account number is inconsistent with the information on application

· Low check number (indicates newly opened account)

· Check is not canceled

· Dollar amount is not encoded correctly on check

· Check number does not agree with encoded number

· Endorsement dates are inconsistent with the date the check was written

· Check numbers from single account do not increase chronologically

· Checks reflect additional signers for the account

· Cashiers check for funds to close mentions an entity on non-interested party as “remittee” (possible flip)

Sales Contract

· Borrower is not shown as purchaser

· Names are deleted from, or added to, the purchase contract

· Seller is a realtor, relative or employer

· Earnest-money deposit consists of the entire downpayment, or is an odd amount

· Sales price is substantially below market value

· Second mortgage is indicated

· No realtor involved

· Name and address on earnest-money deposit check is different from that of the buyer

· Earnest-money deposit checks have inconsistent dates; for example,

· Check #111 dated November 1

· Check #113 dated September 1

· Check #114 dated October 1

· Multiple contracts exist

· Earnest-money check is not cashed

· Sales contract date is after the appraisal date

Escrow/Closing Instructions

· “Fill in the blank” escrow instructions

· Change of sales prices to “fit” the appraisal

· Odd amounts paid as a deposit/downpayment

· Downpayment is paid into escrow upon opening

· Cash is paid outside of escrow to property seller

· Sale is subject to property seller acquiring title

· Business entity acting as the property seller is controlled by or related to borrower

· Buyer is required to use a specific broker/lender

· Reference to another (double) escrow

· Unusual credits with no economic substance

· Demands paid off to undisclosed third parties (potential obligations)

· Purchase not subject to inspection

· Right of assignment (who is the actual borrower?)

· Related parties involved in the transaction

· Power of attorney used with no explanation (why can’t borrower execute documents?)

· Power of attorney is not properly documented/recorded

· No amendments to escrow

· Unusual amendments to the original transaction

· Seller on HUD I different than seller on preliminary title report

Appraisal

· Ordered by any party to the transaction other than lender (buyer, property seller, realtor)

· Owner’s name does not agree with other information disclosed in the loan file

· Spaces where requesting information is left blank (borrower, client, occupant, etc.)

· Appreciation in stable or declining area

· Most recent sale on subject and comps is missing

· Date of appraisal is prior to date of sales contract

· New home is not large enough for proposed occupants

· High land value in urban areas (consider the area)

· Comps not verified as recorded (data source MLS, sales office, SREA, CMDC, real estate agent, etc.)

· Excessive distance of comps from subject property

· Excessive adjustments in urban or suburban area where marketing time is under six months

· Income approach is not used on tenant-occupied, single-family dwellings

· Ordered before sales contract written

· Photos do not match description of property

· Photos of subject property taken from odd angles

· Photos reveal items not disclosed in appraisal (for example, commercial property next door, railroad tracks, another structure on premises, etc.)

· “For rent, for sale” sign in photo of subject property on owner-occupant refinance application

· Photos of subject or comps look familiar

· Appraiser is located outside of subject property county

· Weather conditions in photo of property are not appropriate for the date of the appraisal (i.e., July photo shows snow on the ground for a property in Illinois)

· Occupant is identified as a tenant on an owner-occupied application

· Occupants are unknown

· House number in photo does not match property address

Preliminary Title Report/Title Search

· Prepared for/mailed to a party other than the lender

· Property seller not on the title (double escrow)

· Property seller-owned property for a short time with cash out on the sale

· Notice of default is recorded (possible cash-out refinance with a straw buyer)

· Delinquent property taxes

· Judgment against borrower is not shown on credit report

· Modification agreement on existing loan(s)

· Suspicious transfer

HUD-1/Settlement Statement

· Names and addresses of property seller and buyer vary from other loan documentation

· Date of settlement is delayed without explanation

· Sales price differs from sales contract

· Reference is made to undisclosed secondary financing or double escrow

· Rent prorated on owner-occupied transactions

· Cash proceeds to buyer in excess of $300

· Zero amount due to/from buyer

· HUD-1 or escrow instructions contain unusual credits, disbursements, related parties, delinquent loans paid off, or multiple mortgages paid off

· Excessive fees

Additional

· Type, spacing, and/or font varies within document from a single source

· Inconsistent borrowers’ names, phone numbers, addresses, Social Security numbers, or handwriting throughout file

· More than one mortgage lender is reflected throughout the file

· Parties to the transaction have more than one role (for example, realtor is landlord, employer is gift donor)

· Borrower appears to be related to any other party reflected in the file except the gift donor (for example, verifier of funds or employment, appraiser, escrow officer, etc.)

· Borrowers’ signatures differ throughout the loan package

· Unusually long or unusually short loan processing time (brokered loans)

· Patterns or similarities in loan packages received from a specific broker, loan originator, realtor or property seller

 Although there’s no one-size-fits-all approach, consider: 


• Risk Factors 


• Sources of Red Flags 


• Categories of Common Red Flags








